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GOOGLE SAFESEARCH EINRICHTEN

Wahrend das Filtern von WEB-Sites Gber den Content Filter einfach zu realisieren ist,
ist das Entfernen von ungeeigneten Bildern aus den Resultaten von Suchmaschinen mit
wesentlich mehr Aufwand verbunden. Im Zuge von ,Schulen ans Internet* bieten die
Suchmaschinen Google und Bing eine Méglichkeit, um den SafeSearch Modus auf
Netzwerkeben zu aktivieren. Der Client hat in diesem Fall keine Mdglichkeit, diesen
Modus zu deaktivieren. So lassen sich Bildabfragen ohne grossen Aufwand filtern.

In diesem Beispiel zeigen wir, wie Google SafeSearch auf Netzwerkbasis verwendet
werden kann. SafeSearch ist hier fur alle Clients im LAN1 aktiviert.

Zuerst muss sichergestellt werden, dass die LAN1 Zone den Zywall DNS-Server
verwendet:

Configuration>Network>InterfacesEthernet>lan1

————
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Tunnel

CONFIGURATION Port Role Cellular

¥ Quick Setup

Configuration

Status  Name TP Address Mask

=
1@ wan1 DHCP — 217,192, 14.98 255,255,255.192
2 @ wan2 DHCP —0.0.0.0 0.0.0.0
@ opt STATIC — 0.0.0.0 0.0.0.0
I+ @ lan1 STATIC - 192.168.1.1 255,255.255.0 |
5 @ lan2 STATIC - 192.168.2.1 255,255,255,0
(] @ reserved STATIC —0.0.0.0 0.0.0.0
7@ dmz STATIC - 192.168.3.1 255,255.255,0
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Dazu wird als First DNS Server: ZyWALL gewahlt

[ |1 Edit Ethernet
| [ Show Advanced Settings
DHCP Setting
DHCP: DHCP Server B
IP Pool Start Address: 192.168.1.33 Pool Size: 200
First DNS Server (Optional): ZyWALL ¥
Second DNS Server (Optional): MNone »
Third DMS Server (Optional): Mone >
e i e s hmli—: . o Tty it it Mot
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Als nachstes werden in den DNS-Einstellungen die notwendigen Umleitungen erstellt.
Dazu werden die CNAME-Records verwendet.

Configuration>System>DNS>CNAME Record
ZYXEL zywaLL 110 T ———

CONFIGURATION

¥ Quick Setup Show Advanced Settings

Address/PTR Record
@ add i
#+  FQDN IP Address

Page O ! Show | 50 |w|items No data to display

CNAME Record

=]

Alias MName FQDM
www.google.com forcesafesearch.google.com
www.google.ch forcesafesearch.google.com

www.google.de forcesafesearch.google.com

Page |1 | | ) Add CNAME Record

Domain Zone Forwarder ¢
Alias Name: www.google.com

orcesafesearch.google.com

PR

FQDN:

Q Note: Use "*." as a prefix in the Alias Name for a wildcard domain name
(for example, *.exam N

Fir jede gewlinschte Lander-Doméane muss ein CNAME-Record erfasst werden.

Alias Name FQDN
www.google.com forcesafesearch.google.com
www.google.ch forcesafesearch.google.com
www.google.de forcesafesearch.google.com
CNAME Record
© Add . i
# 4~ Alias Name FQDN
1 www.google.com forcesafesearch.google.com
2 www.google.ch forcesafesearch.google.com
3 www.google.de forcesafesearch.google.com
Page |1 of 1 Show |50 |w¥ | items Displaying 1- 3 of 3
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Damit alle anderen Lander gesperrt werden, muss ein entsprechendes Content-Filter-
Profil erstellt werden.

PHelp Z About 4 Site Map

Forbidden Web Sites

CONFIGURATION Trusted Weh Sites

T¥ Quick Setup
= Configuration & Troubleshaoting 7 Gontent Filter
General Settings Walkthrough
[] Enable Content Filter Report Service Report Server

Enable HTTPS Domain Filter for HTTPS traffic

Drop connection when HTTPS connection with S5L V3 or previous version
Content Filter Categary Service Timeout: 10 | (1~60 Seconds)

Message to display when a site is blocked
Denied Access Message: Web access is restricted. Please contact the administrator.

Redirect URL:

Profile Management

©ndd [ [ ]
# | Name = Description Reference
1 Healthcare_profile Built-n CF Profile a
= HomeOffice_profile Built4n CF Profile 1}
3 Office_profile Builtin CF Profile 1
4 Retail_profie Built4n CF Profile 1}
Page 1 of1 #| | Show |50 V items Displaying 1 -4of 4

Unter Configuration>UTM Profil>Content Filter>Trusted Web Sites werden nun alle
zugelassenen Adressen erfasst und mit Apply bestétigt.

EREESITES g————— |

Common Trusted Web Sites

Note:
Enable "Check Common Trusted /Forbidden List" in the Custom Service of profile to apply all these websites.

© Add 2 i |
= Trusted Web Sites
1 www.google.ch
2 www.google.de
3 WwWw.google.com
Page 1 of1| » Show |50 v | items Displaying 1-30f 3
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Far alle anderen Lander wird eine Regel unter Forbidden Web Sites erstellt, die den
Zugriff fir alle nicht zugelassenen Google Domains verhindert:

www.google.*

o | s | rorvsenvessees |

Common Forbidden Web Sites

Note:
Enable "Check Common Trusted/Forbidden List” in the Custom Service of profile to apply all these websites.

© Add |
= Forbidden Web Sites
I 1 www.google. * I
Page |1 of 1 Show |50 v | items Displaying 1- 1of 1

Damit die soeben erstellte Regel zur Anwendung kommt, muss diese im Content-Filter-
Profil angegeben werden. Unter Configuration>UTM Profil>Content Filter Profile
wird das gewinschte Profil ge6ffnet, hier z.B. Office_profile.

PHelp Z About & Site Map

ZY Y EL zywALL 110

CONFIGURATION Trusted Weh Sites Forbidden Web Sites

T¥ Quick Setup P
:= Confguralion $ Troubleshoating i Content Filter
General Settings Walkthrough
| ] Enable Content Filter Report Service Report Server
Enable HTTPS Domain Filter for HTTPS traffic [
Drop connection when HTTPS connection with SSL V3 or previous version
Cloud CNM Content Filter Category Service Timeout: 10 (1~60 Seconds)

Message to display when a site is blocked
Denied Access Message: Web access is restricted. Please contact the administrator,

Redirect URL:

Profile Management

% MName Description Reference
1 Healthcare_profile Built-n CF Profile 1]
o HomeOffice_profile Built-in CF Profile 0
= ==
3 Office_profie Built-in CF Profile 1 I
4 Retail_profile Built-in CF Profile 1]
Page |1 of 1 ; Show |50 || items Displaying 1 - 4 of 4
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Unter Custom Service muss nun die die Opton Enable Custom Service und Check

Common Trusted/Forbidden List aktiviert werden

|4 Edit Filter Profile Office_profile 2 J[x]

| Category Service || Custom Service |
General Settings
MName: Office_profile

Description: |Built4in CF Profile (Optional)

Enable Custom Service

[] Allow web traffic for trusted web sites only

Check Common Trusted [Forbidden List

ottt I an P e e u— -

Um zu verhindern, dass ein anderer DNS-Server als die USG verwendet werden kann,
wird die DNS-Service-Gruppe aus der LAN-Zone geblockt. Dazu kann die vordefinierte

DNS-Gruppe verwendet werden.

Configuration>Security Policy>Policy Control>Add

() Add corresponding 2%
(¢S] Create new Object v
[7] Enable
Name: Safesearch
Desaription: (Optional)
| From: LAN1 ~ |
To: any (Excluding ZyWALL) v
Source: any v
Destination: any v
I Service: DNS v I
User: any v
Schedule: none A
I Action: deny v I
Log denied traffic: no v
OK Cancel

Damit diese Regel angewendet wird, muss sie vor der allgemeinen LAN-Regel stehen

(LAN1_Outgoing).
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CONFIGURATION Policy
T quick setup Show Filter
General Settings
Enable Palicy Control
1Pv4 Configuration
[7] Allow Asymmetrical Route
@add . m ™ N
e oo hr)
g @ safesearch any (Exduding Zy. any
2 @ LAN1_Outgoing any (Exduding Zy. any any any
= p——— T — —
4 @ DMZ_to_WAN aWAN any any any any  none alow  no
5 @ 1PSec_VPN_Outgaing alpsec VPN any Exduding Zy...  any any any any  none alow  no
6 @ S5L_VPIN_Outgoing assL VPN any (Excuding Zy...  any any any any  none alow  no
7 @ TUNNEL _Outgoing aTUNNEL any Excluding Zy...  any any any any  none alow  no
8 @ LAN1_to_Device alANL ZyWALL any any any any  none alow  no
E] @ LANZ_to_Device alaAn? ZYWALL any any any any  none alow no
10 @ DMZ_to_Device apMz ZYWALL any any aDefault Allow D none alow  no
11 @ WAN_to_Device awaN ZYWALL any any aDefault Allow .. any  none alow  no
12 @ 1PSec_VPN_to_Device alpSec VPN ZYWALL any any any any  none alow  no
13 @ S5L_VPIN_to_Device assL VPN ZYWALL any any any any  none alow  no
14 @ TUNNEL _to_Device aTUNNEL ZYWALL any any any any  none alow no
Default any any any any any any  none deny  log
Page |1 | of1 Shaw [50 [ | iteme Displaying 1- 15 0f 15

In der LAN1_Outgoing Regel das Content Filter Profil Office_profile aktivieren:

|/ Edit Policy2 2](x
(¢3] Create new Object ~
[¥] Enable
Name: LAN1_Outgoing
Description: (Optional)
From: LAN1 N4
To: any (Excuding ZyWALL) v
Source: any %
Destination: any v
Service: any v
User: any v
Schedule: none v
Action: allow N7
Log matched traffic: no A
UTM Profile
M Application Patrol: v
Content Filter: L‘: Log: by profile v
IDP: v
] Anti-Virus: v
| Anti-Spam: v
| SSL Inspection: v
OK Cancel
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Google SafeSearch ist nun auf der USG aktiviert und nicht eingetragen Lander-

Domanen werden blockiert:
€ ®a htp

GO g Ie SafeSearch Test

Alle Bilder

i google.tw

vww.google.ch/?gws_rd=ssl¥#safe=strict&q=SafeSe

€  Q Suchen wB ¥ a4 09

Web access is restricted. Please contact the administrator.

w

8

4+ A O =

SafeSearch aktiviert

Uber CNAME I&sst sich auch Bing und YouTube einschrénken. Bei diesen Diensten

reicht der CNAME-Eintrag:

Alias Name

Bing :

FQDN

~

www.bing.com

strict.bing.com

YouTube Moderate Filterung:

www.youtube.com

restrictmoderate.youtube.com

m.youtube.com

restrictmoderate.youtube.com

youtubei.googleapis.com

restrictmoderate.youtube.com

youtube.googleapis.com

restrictmoderate.youtube.com

www.youtube-nocookie.com

restrictmoderate.youtube.com

YouTube Strikte Filterung:

www.youtube.com

restrict.youtube.com

m.youtube.com

restrict.youtube.com

youtubei.googleapis.com

restrict.youtube.com

youtube.googleapis.com

restrict.youtube.com

www.youtube-nocookie.com

restrict.youtube.com
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