How to set up 6to4 on the WAN and autoconf on the LAN

This example shows how to configure your ATP/USG Flex's WAN as IPv4 address and
LAN interface as auto-configuration.

In this scenario:

WAN IPv4 Address is 61.222.75.17

DNS Server Set as 2001:4860:4860::8888

LAN Subnet Setf as 2002:3dde:4b11:1::/64

As Nofte: IPv4 must be convert to HEX, this means IP61.222.75.17 => HEX: 3d.de.4b.11.
This must be used Prefix+Hex:1/64 is IPv6 IP.

H LAN WAN

WAN interface 61.222.75.17
LAN interface 2002:3dde:4b11:1::1 IPv4

Setting Up the IPv4 Interfaces
Wan

1. In the Configuration > Ethernet > IPv4 Configuration section, double-click the

WAN interface you want to modify.

2. Set alPv4IP address for example the below IP address is 61.222.75.17.
IPvd Vieww Show Advonced Settings 18 Create MNew Cbject
IP Address Assignment
® Get Automatically
] Advance

@ Lse Fixed IP Address

IP Address: &61.222.75.17

Subnet Mask: 255.255.255.0

Gateway: 41.222.75.254 ({Optional))
Metric: 0 (0-135)

[ Encble IGMP Support
@ |GMP Upstream

@ |GMP Downstream



3. Navigate to CONFIGURATION > Network > Interface > Tunnel > Add, Select
Enable. Enter tunnel0 as the Interface Name and select 6to4 as the Tunnel
Mode. In the é6to4 Tunnel Parameter section, this example just simply uses the
default é6to4 Prefix, 2002:://16. Enter your Relay Router’s IP address (192.88.99.1

in this example). Select wan1 as the Gateway. Click OK

# Add correzponding eS|
Show Advanced Settings
General Settings
¥ Enable
Interface Properties
Interface Name:
lone: | TUNMNEL ¥ @®
Tunnel Mode: b
IPvé Address Assignment
IPvé6 Address/Prefix Length: [Cptional)
Metric: ] [0-15)
étod Tunnel Parameter
4tod Prefix: 2002::/16
Relay Router: 192.85.99.1 [[Cptional))
= NOTE: traffic destined to the non-étod prefix domain tunnels to the relay router
Advance
Gateway Settingz
My Address
@ Interface H_wcn ¥ Stafic —41.222.75.17/255.255.255.0 I
@ IP Address
Remote Gateway Address: Automatic

Lan
1. Create IPvé6 DHCP DNS Server object. (Configuration > Object > DHCPvé >

Lease > Add)



& Add Lease Object

Name: IPvé_DMNS_server

Lease Type: DMNS Server "
Adclvance

DINS Server: User Defined n

User Defined Address: | 2001:4860:4860::6888

In the Configuration > Ethernet > IPvé Configuration section, double-click the LAN

interface you want to modify.
2. Enable Interface and Enable IPvé.
Key in IPvé Address/Prefix Length:2002:3dde:4b11:1::1/64

@ Edit Ethernet
IPvé View ¥ = Hide Advanced Settings ) Create New Object

General Settings
mfﬂcbha Interface

General IPvé Setting
Blencbie Pve @

Interface Properties

Interface Type: infernal

Interface MName: lanl

Port: P Pd PS

lone: LAMNT

MAC Address: BC:CRARBT :A7:F2

Description: [{Optional])

IPvé Address Assignment
[[] Enable Stateless Addrass Auto-configuration (SLAAC)
Link-Local Address: fed0ubech:afff:feb 74752/ 44

IPve Address/Prefix Length: [2@02:3:5::{9;41:1 !:1':':1.-" | ((Optional))




3. Assign IPvé DNS Server into DHCPvé Lease Opftions.
Enable Router Advertisement and enable Advertised Host Get Other Configuration
from DHCPv6 checkboxes. Key in Advertised Prefix Table: 2002:3dde:4b11:1::/64

IPvé View¥ [E Hide Advanced Seitings 8 Create New Object

DHCPvé Selting
DHCPwv6: Server .
DUID: 00:03:00:01:BC:CFR4FB7:47:F2

[rlAdvance

DHCPv6 Lease Options O Add

IPwé_DMNS_server DNS Server 2007:4860:4860::8888
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IPvé Router Advertizement Sefting
[¥] Enable Router Advertisement
<] Advance -
[[ Advertised Hosts Get Network Configuration From DHCPwé

[ Advertised Hosts Get Other Configuration From DHCFvé

Eouter Preference: Medium v

~[+] Advance-
MTU: 1480 (1280-1500, 0 is disabled)
Hop Limit: &4 (0-255, 0 is disabled)

Advertised Prefix Table € Add

| 2002:3dde:4b11:1::/64 ]
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Test result




