6rd on the WAN and autoconf on the LAN

This example shows how fo configure your ATP/USG Flex’s with érd (IPvé rapid
deployment) to access Internet IPvé. It is IPvé in IPv4 encapsulation in order to transit
IPv4-only network infrastructure.

In this scenario:

é6rd CE (Customer Equipment) is 10.214.48.16

6rd BR (BorderRelay) is 10.214.48.36, which is provided by ISP. The given prefix for LAN
is 2001:0030:7036:20::1/64

IPvé Internet

IPv4 network

4rd Customer Equipment

Wan: 10.214.48.16

Lan: 192.168.1.1/24

Lan IPvé PD: 2001:b030:7036:20::1/64

érd Border Relay
IP 10.214.48.36

Note:
All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example

was fested using ATP/USG Flex (Firmware Version: 5.00)



Setting Up the IPvé tunnel for érd scenario
Tunnel
1. Inthe Configuration > Network > Interface > tunnel Configuration section, click
Add to create a tunnel.
2. Fillin following information for funnel setting in this scenario.
Interface hame: TunnelO
Zone: Tunnel
Tunnel mode: IPvé-in-IPv4
My address: Wan interface
Remote Gateway address : 10.214.48.36 (Border Relay)

# Add corresponding RS
[E Show Advanced Settings

Interface Properties

Interface Name: tunnell
lone: TUMNMEL | @
Tunnel Mode: IPvé-in-1Pv4 o

IPvé Address Assignment
IPvé Address/Prefix Length: (Cptional)
Metric: 0 C-15)

Gateway Settings

My Address
I'@' Interface wan "I DHCP client— 10.214,48.146/255.255,.255.0
& IP Address

Remote Gateway Address: 10.214.48.36

Interface Parameters
Egress Bandwidth: 1048576 Kops
[l advance

Related Setting

Configure WAN TRUNK
Configure Po R




Policy route

1.

policy route for V6 routing.
Incoming interface: lanT
Destination Address: any

Next hop: TunnelO

[# Edit Policy Route

Show Advanced Setiings 8 Creafe New Object¥

Configuration
[¥] Encble

Description:

Criteria

Incoming:

Please select one member:

Source Address:
Destination Address:
DSCF Code:
Schedule:
Service:

[ Advance

Next-Hop

Type:

Interface:

DSCP Marking

Interface

Go to Configuration > Network > Routing > Policy route. click Add to create a

[({Optional))

Ilcm

any

lany
any
nons

any

Interface

tunneld




Lan

1. Inthe Configuration > Network > Interface > Ethernet Configuration section,

double-click the LAN interface you want to modify.

2. LAN interface IPvé address is 2001:0030:7036:20::1/64

& Edit Ethernet
IPvé View¥ Show Advanced Setfings 8 Create New Object

oS

Interface Name: lan1

Port: P3, P4,P3

Ions: LANT

MAC Address: BC:CF:4F:B7:48:0A

Description: [{Optional))
IPvé Address Assignmeni

[7] Enable Stateless Address Auto-configuration (SLAAC)

Link-Lecal Address: = echdfffifelb7:480a/44

IPvé Address/Prefix Length: ([Optianal)]
[l advance

DHCPvé Seting

DHCPvS: Server it
DUID: g

Fladvance
DHCPv6 Lease Options Qarcd B

3. Enable IPvé DHCP server.

& Edit Ethernet
IPvé View ¥ Show Advanced Settings w8l Create New Object

[[] Encble Stoteless Address Auto-configuration [SLAAC)

Link-Local Address: feblibecfi4fiffeb?:480a/64
|Pvé6 Address/Prefix Length: 2001:0030:70356:20::14|  ((Optional])
[ advance

DHCPvé Setting
DHCPv6:
DUID:

[~ advence

4. Add DHCP release object for LAN DNS sefting.
Create New Object > DHCPvé Lease

[# Edit Ethernet

IPvé View¥ Show Advanced Setiings 8 Create New Objec

[T Enaible Stateless Addrass Aute-config DHCEPvé Lease

Link-Local Address: DHCPvé Request B/64
IPvé Address/Prefix Length: 2001:p030:7036:20::1/  ((Optional))
Fladvence

DHCPvé Setting

@ Add Lease Object
Name: DNS
Lease Type: DNS Server 5
Advance
DNS Server: User Defined e

User Defined Address: |2001:4860:4850::8888 |

In this scenario, we use Google V6 DNS server for LAN client

el

&l

. Click OK to save.



Add this Lease object in DHCPvé Lease options.

€ Add Lease Object

Select one object : |

Tick "Enable Router Advertisement”, and "Advertised Hosts Get Other
Configuration From DHCPvé".

IPvé Router Advertizement Setting

I Enable Router Adver‘risememl
[4] agvance

Advertised Hosts Get Network Configuration From DHCPvé

I Advertised Hosts Get Other Configuration From DHCPvéI

Set up Advertised Prefix from DHCPvé Prefix Delegation. In this scenario, we set
2001:0030:7036:20::/64 for LAN prefix.

IPvé Router Advertisement Setting

Encble Router Adverfisement
[£] advance

Advertised Hosts Get Network Configuration From DHCPvé

Adverfised Hosts Get Qther Configuration From DHCPvé

Router Preference: [Medium Uv

[l Advence

Advertised Prefix Table

2001:6030:7036:20::/64
Page of 1 Show |50 || items Displaying 1 - 1|




Test Result
Client IPv6 address.

Test Your IPvé6 connection.

B a Test your IPve. X [~

= a x
< (Gl Y test-ipvé.com ¥ = 2 8
[Test 1pve | [FAQ | [mirrors | [ stats
R &
Test your IPv6 connectivity. &

Summary | [ Tests Run | [‘Share Results / Contact | [ Other 1pv6 Sites [ For the Help Desk

@ Yo P+ address on the public Intemet appears to be 61.222.75.14

{ Your IPv6 address on the public Internet appears to be 2001:0030:7036:20:2c2e:ae4c:4082:2188
: Your Internet Service Provider (ISP) appears to be HINET Data Communication Business Group

@ e you have IPYS, we are including a tab that shows how well you can reach other IPYG sites. ety

{ HTTPS support on this web site is in beta. jmore info]

Your DNS server (possibly run by your ISP) appears to have IPV6 Intemet access.
&

1 O/ 1 0 for your IP6 stability and readiness, when publishers are forced to go IPv6 only

Click to see Test Data




