HacTtpoiika IPSec VPN tyHHena mexgy ZyWALL n Ubuntu Ha 6a3e VPS
cepBepa C mapwpyTtusauuei Tpaduka yepes cepsep
CopepiKaHue:

e CospgaHue u HacTtpomnka VPS cepsepa

e Hacrpowka IPSec VPN B Ubuntu

e HacTtponka IPSec VPN Ha ZyWALL
e HacTtpoinka mapwpyTtmsaumm

e [lpoBepKa paboTocnocobHOCTU

Co3agaHue 1 HacTpomka VPS cepsepa

B kauecTBe npumepa mbl byaem ncnonb3osaTb 6ecnnaTHbi VPS cepsep oT Oracle
(https://www.oracle.com/cloud/free/).

v T ¥, | L LW N W oy 4N TN

ORACLE Cloud

Bxox B yuetnyso 3amick Oracle Cloud

Tenancy Change tenancy dentity domain (©

Default

User Mame

@gmail.com

Password

Forgot Password?

Mocne pernctpaummn n astopmsaumnm B Oracle Cloud HeobxoamMmo co3aaTb BUPTYaNnbHYO MaLUUHY
Ana yctaHoskn Ubuntu.


https://www.oracle.com/cloud/free/

Search resources, services, and documentation

Get Started

Dashboard

Quickstarts

FEATURED

ORACLE
s

Predict the result of the
next race

AFPLICATION DEVELOPMENT ?‘

Deploy a baseline landing zone

7-9 ming

Launch Resources

COMPUTE

Create a VM instance >

2-6 ming

Abways Free Efigible

NETWORKING

Set up a network with a wizard

2-3 mins

APPLICATION DEVELOPMENT

Deploy a low-code app on Autonomous
Database using APEX

3-5 mins Abwsys Free Efigible
COLLABORATION a

Deploy self-hosted productivity platform
Nextcloud

4-6 ming

AUTONOMOUS TRANSACTION PROCESSING

Create an ATP database

3-5 mins Aways Free Eiigible
RESOURCE MANAGER

Create a stack

2-6 mins Abways Free Eligibie

YKaxuTe ntoboe nma n Haxkmute KHonKy Edit B pasaene Image and shape ans Bbibopa obpasa B
BMPTYa/IbHOM MalUUHe.



Create compute instance

Create an instance to deploy and run applications, or save as a reusable Terraform stack for creating an instance with Resource Manager.

Name

Create in compartment

<>

(root)

rn
=

Placement

Availability domain: AD-1 Capacity type: On-demand capacity

Fault domain: Let Oracle choose the best fault domain

Image and shape

Image: Oracle Linux & Shape: VM.Standard.£2.1.Micro
Image build: 2022.04.04-0 OCPU count: 1

Memory (GB): 1

Network bandwidth (Gbps): 0.48

Haxkmunte kHonKky Change Image ans cmeHbl obpasa.

Create compute instance

Fault domain: Let Oracle choose the best fault domain

Image and shape Collapse
A shape is a template that determines the number of CPUs, amount of memory, and other resources allocated to an instance. The image 15 the operating system that runs on top of the
shape.

Image

Oracle Linux 8 Q
ORACLE . Change image
Linux Image build: 2022.04.04-0

Shape

Change shape

AMD? VM.Standard.E2.1.Micro

Virtual machine, 1 core OCPU, 1 GB memory, 0.48 Gbps network bandwidth

Bbibepute 06pa3 Ubuntu (B KauecTBe npumepa byaeT ncnonb3obatbea Bepcua 20.04).



Browse all images

An image is a template of a virtual hard drive that determines the operating system and other software for an instance.
Image source

Platfiorm images
Compartment

(root)

Platform images are pre-built operating systems for Oracle Cloud Infrastructure.

Image name 0S8 version Image build
Canonical Ubuntu O 20.04 z 2022.03.02-0 -
Centos O ] 2021.12.03-0
Oracle Autonomous Linux 79
Oracle Linux O ] 2022.04.04-0
B pasaene Networking C03p,aéM HOBble€ BUPTYa/JibHble CeTU B obnake nnu BbI6MpaEM
cywecTsytowme, obs3aTenbHO yKaxumTe Assign a public IPv4 address, 4tobbl cepsep 6bin
AOCTyneH U3 UHTepHeTa.
Create compute instance
Image: Canonical Ubuntu 20.04 Shape: VIJ.Standard. E2.1 Micro
Image build: 2022.03.02-0 OCPU count: 1
Memeory (GB): 1
Network bandwidth (Gbps): 0.48
Networking Collapse

Metworking is how your instance connects to the internet and other resources in the Console. To make sure you can connect to your instance, assign a public |P address to the instance.

Primary network

© Select existing virtual cloud network Create new virtual cloud network Enter subnet OCID
Virtual cloud network in (root) (Change Compartment)
vcn-20 b
Subnet
© Select existing subnet Create new public subnet
Subnet in (root) (© (Change Compartment)
subnet-20 hos

Fublic IP address
O Assign a public [ph4 address Do not assign a public 1Pv4 address

3aTem HeobxogMmo creHepupoBaTb SSH Katoy ana ayteHTUOMKALMM Ha cepBepe, B KayecTse
npumepa Mmbl byaem ncnonb3oBatb yTuamty PuTTYgen (oHa ycTtaHaBnmnBaeTca BmecTe ¢ SSH



KAneHTom Putty, KOTOPbIN MOXHO CKauyaTb Ha oduumanbHoM canTe: https://www.putty.org).
3anyctuTe e€ 1 HaXKMuTe KHoMnKy Generate.

Create compute instance

Add SSH keys

E® PuTTY Key Generator ? *
Generate an S8H key pair to connect to the instance using a Secure Shell (SSH) connection, or upload § _ .
File Key Conversions Help
© Generate a key pair for me Upload public key files (.pub) Paste public keys No SSH ke No key.
® Download the private key so that you can connect to the instance using SSH. It will not be show
4 Save Private Key | J Save Public Key
Actions
BOOt VO IU me Generate a public/private key pair
. N X . . Load isti ivate key fil nad
A boot volume is a detachable device that contains the image used to boot the compute instance. Bt B S ==
Save the generated key Save public key Save private key
Specify a custom boot volume size Parameters
Volume performance varies with volume size. Default boot volume size: 46.8 GE. When you specify a custom boot volume size ) Type of key to generate:
_ i RSA (CDSA (O ECDSA (O EdDSA () 55H-1 (RSA)
Use in-transit encryption Tt T AT
Encrypis data in transit between the instance, the boot volume, and the block volumes

BoauTe MbIlKOM NO 3KpaHy, NOKa He ByaeT co3aaH KAk4, KOTOPbIN HY*KHO KONUpoBaTh B bydep
obmeHa (noka He 3aKpbiBainTe yTuanTy PuTTYgen).

B2 PuTTY Key Generator ? >
File Key Conversions Help
Key
Public key for pasting into OpenS5H authorized_keys file:
ash
N
Key fingemrint : |55h-rsa 2048 SHAZRE ) . |
Key comment: |rsa-|-:e'_.'-2{I'22D41EI' |
Key passphrase: | |
Corfimn passphrase: | |
Actions
Generate a public/private key pair Generate |
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:
(@) RSA () DSA () ECDSA () EADSA () 55H-1 (RSA)

Mumber of bits in a generated key: |2'I]4E~ |



https://www.putty.org/

BoibepuTte ganee B HacTpoikax SSH - Paste public keys n BcTaBbTe KAtOY B CTPOKY HUMKE. 3aTem
HaxkKmuTe KHonKy Create.

Create compute instance

Add SSH keys

Generate an S5H key pair to connect to the instance using a Secure Shell (S5H) connection, or upload a public key that you already have.

[ Generate a key pair forme ) Upload public key files {_pub) € @ Paste public keys J ' No SSH keys

SSH keys

ssh-rsa AAL : . - L e e e

Example: ssh-rsa AAAABINza. . NWaptPrb ssh-key-2021-01-27 See all suppored key fypes

Boot volume

A boot volume is a detachable device that contains the image used to boot the compute instance.

Mocne co3aaHna BUPTYaIbHOM MalLMHbI 3aMyCTUTCA NPOLLECC HACTPOMKU, KOTOPbIA 3aMMET
HEKOTOpOoe Bpems.

Compute » Instances » Instance details » Work requests

Server Ahwzrys Froe

‘ Start || Stop || Reboot H Edit || More Actions -

Instance information Shielded instance Oracle Cloud Agent Tags

General information

Availability domain: AD-1

PROVISIONING

Fault domain: FD-3

Region: eu-amsterdam-1

OCID: __afsZrqg Show Copy

Launched: Tue, Apr 19, 2022, 09:05:41 UTC
Compartment: (root)

Capacity type: On-demand




Tem BpemeHeMm B yTunute PuTTYgen coxpaHsiem 3aKpbITbli KoY B HagéxHoe mecTo (6e3 atoro
K/1to4a Bbl 60/1blE HUKOTa HE CMOXKETe NONYYUTb A0CTYN K cepBepy). MNyTb K KAOUY TaKXKe He
OONKEH coaeprKaTb KNPUAANLLY.

B PUTTY Key Generatc ?

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

sshsa
jﬂ-hwﬁ
]

J

.,

Key fingemprint :

[
Key comment : [
[
[

PuTTY¥gen Warning BMYSubSmmmku3ThA

Are you sure you want to save this key

IR I without a passphrase to protect it?

Corfimn passphrase:

Actions

Generate

Generate a public/priv

Load

Save private key
Type of key to generate:

(@) RSA () DSA () ECDSA () EADSA () 55H-1 (RSA)
Mumber of bits in a generated key: |2D48~ |

Load an existing private key file

Save the generated key Save public key

Parameters

B naHenn ynpasneHua BupTyanbHOM MalinHbl goxnaaemcs ctatyca RUNNING, 3atem
OTKPbIBAEM HACTPOMKN BUPTYaNbHOM CETH.



Compute » Instances » Instance details » Work requests

Server

‘ Start H Stop || Reboot H Edit H More Actions - ‘

Instance information Shielded instance Oracle Cloud Agent Tags

General information

Availability domain: AD-1

RUNNING

Fault domain: FD-3

Region: eu-amsterdam-1

OCID: . _afs2rg Show Copy

Launched: Tue, Apr 19, 2022, 09:05:41 UTC
Compartment: {root)

Capacity type: On-demand

Instance details

@al cloud network: vcn-20. ¥

Maintenance reboot: -

Image: Canonical-Ubuntu-20.04-2022.03.02-0

B pasgene Resources Hy»KHO OTKpbITb Security Lists n BbibpaTb Default Security List.



Netwarking » Virtual Cloud Networks » Virtual Cloud Network Details » Security Lists

vcen-20

Move resource | | Add Tags

VCN Information Tags

Compartment: {root)

Created: Fri, Apr 15, 2022, 08:34:17 UTC
AVAILABLE IPv4 CIDR Block: 10.0.0.0/15

IPvE Prefix: No Value

Resources Security Lists in (root) Compartment

Subnets (1) Create Security List

CIDR Blocks/Prefixes (1) Name State

Route Tables (1)
Default Security List for ven-20; ® Available

Internet Gateways (1)

Dynamic Routing Gateways
Attachments (0)

Netwark Security Groups (0)

3aTem B pasgene Ingress Rules pobasnsem paspeuwatolee npasuao ans UDP noptos 500/4500,
KOTOpble ncnonb3ytotca npm noctpoermn IPSec VPN TyHHenA. B KayecTBe MCTOYHMKA YKa3aHbl
Bce agpeca (0.0.0.0/0), Ho Bbl MOXKeTe yKa3aTb TO/IbKO afpec LWto3a.



Add Ingress Rules

Ingress Rule 1
Allows UDP ftraffic 500 4500
Stateless @

Source Type

CIDR bod
Source Port Range Opfional (@)

Examples: 80, 20-22
Description Optional

VPN

Maximum 255 characters

Add Ingress Rules Cancel

Source CIDR IP Protocol (3)

0.0.0.0/0 UDpP bod
Specified IP addresses: 0.0.0.0-255.255 255.255 (4 204 967 296 IP addresses)
Destination Port Range Optional ()
500,4500

Examples: 80, 20-22

+ Another Ingress Rule

Mocne gobaBneHuaA npaBma Bbl YBUAMUTE COOTBETCTBYIOWME pa3pelleHunsa ana UDP nopTos.

Ingress Rules

Add Ingress Rules

Stateless « Source

No 0.0.0.0/0
No 0.0.0.0/0
No 10.0.0.016
No 0.0.0.0/0
No 0.0.0.0/0

IP Protocol

TCP

ICMP

ICMP

ubr

ubr

Source Port Range

All 22
All 500
All 4500

Destination Port Range

Type and Code Allows Description

TCP traffic for ports: 22 SSH Remote Lo
gin Protocol

ICMP traffic for. 3, 4 Destination Unreach
3.4 able: Fragmentation Needed and Don't F

ragment was Set

ICMP traffic for: 3 Destination Unreachab

3
le
UDP traffic for ports: 500 VPN
UDP traffic for ports: 4500 VPN

Bo3Bpallaemca K naHenn ynpasieHUA BUPTYasIbHON MaLlLMHOM, Konupyem nybanyHein IP-agpec
n BCcTasssaem ero B SSH kKnmneHTe Putty.



Server

Start Stop

Instance information

General information

Reboot

Edit

Shielded instance

Availability domain: AD-1

Fault domain: FD-3

Region: eu-amsterdam-1

OCID: . afs2rqg Show Copy

Launched: Tue, Apr19, 2022, 09:05:41 UTC

Compartment:

{root)

Capacity type: On-demand

Instance details

Virtual cloud network: vcn-20

Maintenance reboot: -

Image: Canonical-Ubuntu-20.04-2022.03.02-0

More Actions

Oracle Cloud Agent Tags

#® PuTTY Configuration ?
Category:
[l Session Basic options for your PUuTTY session
1 TE"" I__oglging Specify the destination you want to connect to
Tnfé::board Host Name (or IP address)
. Bel 158 .. 149
- Features Connection type:
& Window @5SSH  (OSeial OOther. | Telnet
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
[+]- Selection |
- Colours
[=- Connection 1Dzefault Settings Load
. Dat,
Prn:y WinSCP temporary session =
- S5H
e ) Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Mways () Mever  (®) Only on clean exit

Instance access

You connect fo & running_Linux instance usin
key pair that was used to create the instance

Username: ubuntu

Primary VNIC

Private IP address: 10.0.0.118

Network security groups: None Edit (i)
Subnet: subnet-20

Private DNS record: Enable

Hostname: server

Internal FQDN: server ... Show

B HacTpoiikax Putty oTkpbiBaem pasgen Connection — SSH — Auth u B cTpoke Private key
yKa3blBaeM NyTb K paHee COXpaHEHHOMY 3aKPbITOMY K/to4vy. 3aTem 3anyCckaem coeuHeHue,
Ha*kaB KHonky Open.

ﬁ PuTTY Cenfiguration

Categony:

- Keyboard
- Bell

- Features
[=- Window

- Appearance
- Behaviour
- Tranglation
[+ Selection
- Colours

[=- Connection

- Data

]

L

B oTKpbIBLUEMCA OKHE HEOOXOAMMO HaXKaTb KHOMKY Accept.

Help

Options cortrolling 55H authentication

Display pre-authentication banner (S5H-2 only)
[ ] Bypass authentication entirely (5.5H-2 only)
[ ] Disconnect i authentication succeeds trivially

Authentication methods

Attempt authentication using Pageant

[] Attempt TIS or CryptoCard auth (S5H-1)
Attempt “keyboarddnteractive” auth (55H-2)

Authentication parameters

[ ] Allow agent forwarding

[] Allow attempted changes of usemame in 55H-2
Private key file for authentication:

|dﬁ' © WOneDrive'server ppk| | Browse...

Cancel



PuTTY Security Alert

) \ The servers host key is not cached in the registry. You have no

guarantee that the server is the computer you think it is.

The server’s ssh-=d 25519 key fingerprint is:
ash-=d2h519 255 SHAZ56:+

if vou trust this host, press "Accept” to add the key to PuTTYs
cache and camy on connecting.

ff you wart to camy on connecting just once, without adding the key
to the cache, press "Connect Once".

If you do not trust this host, press "Cancel" to abandon the connection.

Help Mare info... ‘ Connect Once

[danee BBoANUM UMA nonb3oBaTens “ubuntu” (y Hero noka HeT Napons) U NoAKAKYaemcaA K
Hallemy cepBepy.

= —-20220419"
(GNU/Linux 5.13.0-1018-oracle x86

1p. ubuntu. com
nds rical. com
as of Tue Apr 19 09:11:01 uTC 2022
Pr ses: . 123

IPv4 address for ens3: 10.0.0.118

ipplied imme ely.
ional updates run: apt list --upgradable

available updates is more than a week old.
su

ck for new updates run: do apt update

admin (use use "sudo <commands"
Jdn FDDt for i1s

06na3aTe/IbHO HYKHO YCTAaHOBMTb NapOo/b NPU NOMOLLM KOMaHAbl sudo passwd ubuntu.



:~% sudo passwd ubuntu

esstully

Tenepb MOXKHO NePexoauTb K CeayroLemy Lwary.

HacTtporka IPSec VPN B Ubuntu
BeBoanm nooyepéaHo cnegyrowme KomaHabl AR YCTaHOBKKM nakeTa libreswan, KoTopbii
oTBeyvaeT 3a paboTty IPSec, n nakeTta net-tools Ans8 MCNoNb30BaHUA CETEBbIX YTUIUT:

sudo apt-get update

sudo apt-get upgrade (3aecb HY»XHO byaeT HaxkaTb Y 41a cornacua)
sudo apt-get install libreswan (Y)

sudo apt install net-tools

[oXnpaemca yCTaHOBKM NAKETOB U onpeaenaem N0Ka/bHbIN aapec cepsepa Npu NOMOLLM
KomaHAap! ifconfig.

ens3: inet 10.0.0.118 — 370 NOKaNbHbIM aapec cepsepa (OH MOXKET b6bITb APYyrum)

OTKpbIBaeM HACTPOMKK AApa NPU NOMOLLM KOMaHAbl sudo nano /etc/sysctl.conf v BctaBnaem
cneayolime CTPokU ansa GopBapAnHra NaketTos M oTkAoYeHua ICMP peaupeKTos:

net.ipv4.ip_forward = 1
net.ipv4.conf.all.accept redirects = 0
net.ipv4.conf.all.send_redirects =0
net.ipv4.conf.default.accept_redirects =0
net.ipv4.conf.default.send_redirects = 0

TaK 3710 6yaeT BbIrNsAeTb B KOMAaHAHOWM CTPOKe:



EF ubuntu@server- - — O *
GNU nano 4.8 Jetc/sysct]. cont Moditied |a

cur Pos
Go To Line

3atem Haxkumaem Ctrl+X gna Bbixoga, Y a4na coxpaHeHua n Enter ana npogonkeHus.
BBoaum komaHay sudo sysctl -p ans coxpaHeHUa HaCTPOEeK.

YT106bI CO3a4aTb KOHPUTypauuto IPSec VPN, ncnonbsyiite KomaHay sudo nano /etc/ipsec.d/route-
based-ipsec-vpn.conf n BcTaBbTe cieaylowme CTPOKMU:

config setup
protostack=netkey
conn vpn
authby=secret
pfs=no
rekey=yes
keyingtries=3

type=tunnel



auto=start

ike=aes256-shal;modp1536 - anroputmbl WwWnpposanms 1 ¢pasbl
phase2alg=aes256-shal;modp1536 - anroputmbl wndposaHma 2 Ppasbl
left=10.0.0.118 - IOKaNbHbIM agpec cepBepa
leftid=158.xxx.xxx.149 - ny6anyHbIN agpec cepBepa
right=109.xxx.xxx.6 - agpec wnto3a

leftsubnet=1.1.1.1/32 - ToKanbHasn nonutuka (local policy)
rightsubnet=192.168.11.1/32 - yAaneHHan noanTuka (remote policy)

mark=>5/0xffffffff
vti-interface=vtiO1
vti-routing=no

JlokanbHaA NOANTMKA — 3TO agpec (NoAaceTb), K KOTOPOMY HY»KeH A0CTYN €O CTOPOHbI ZyWALL
Yyepes TyYHHe b C CEpBEPOM.

YpaneHHaa NoAnTUKa — 3To aapec (noaceTb) Ha ctopoHe ZyWALL, KOTOpbIN AO/IKEH UMETb
AOCTYN K agpecy B JOKaNIbHOM NONUTUKE Yepe3 TYHHE/Ib C CEPBEPOM.

B gaHHOM npumepe mbl byaem ncnonbsoBatb LAN IP agpec ZyWALL, T.e. cam wnto3 byaet
obpawaTtbca K agpecy 1.1.1.1 yepes TyHHeNb € cepBepoMm, a He Yepe3 WAN-uHTepdeiic. Bbl
MOXKEeTe YKa3aTb B JIOKa/IbHON NOAUTUKE, HANPMMep, BECb ANANA30H AA4PECOB, A B YAANIEHHON —
BCIO JIOKaNbHYO noacetb ZyWALL — B TaKOM cnyyae Becb Tpapuk byaet matn yepes TyHHe Nb.

3aTem Haxkumaem Ctrl+X ans Bbixoga, Y Ansa coxpaHeHua n Enter ana npoaonskeHus.

C nomoLbio KomaHapl sudo nano /etc/ipsec.d/route-based-ipsec-vpn.secrets nobaBnaem CTPOKy
c pre-shared key:

158.xxx.xxx.149 109.xxx.xxx.6: PSK "12345678"

roe 158.xxx.xxx.149 — ato ny6anyHbI agpec cepBepa, 109.xxx.xxx.6 — agpec wnto3a, 12345678 —
pre-shared key (6e3 KaBblueK)

Haxmnmaem Ctrl+X ans sbixoaa, Y ona coxpaHeHua u Enter ana npogonkeHus.
Mocne aToro nposepAem KOHOUTYpPaLMIO NPU MOMOLLX KOMAHA,:
sudo ipsec restart

sudo ipsec verify



ubuntul@server :~§ sudo ipsec verify
C : ed s» and configuration files

with FIPS

Ecnv olwnbOoK HeT, TO MOXKHO NepenTn K HacTpoiKe IPSec Ha ZyWALL.

HacTtpomka IPSec VPN Ha ZyWALL

Ona Hactponkn 1 da3bl IPSec VPN oTkpoiite pasgen Configuration — VPN — IPSec VPN — VPN
Gateway 1 BHecuTe cneaytoLime HacTPokK (06a3atenbHo yKaxute sepcuio IKEV2):



# Edit VPN Gateway Ubuntu
B Hide Advanced Seftings 8 Create New Objecty

Encble "~

VPN Gateway Name: Ubuntu

IKE Version

O

Gateway Seltings

My Address IP-agpec warwza
@ |nterface wanl w7 DHCF client — 109. . 6/255.255.255.0

@ Domain Name / [Pv4

Peer Gateway Address Ny&audnHeni IP-agpec cepeepa

@ Static Address (D Primary 158. . .149
Secondary |0.0.0.0

[l Fall back to Primary Peer Gateway when possible

© Dynamic Address (D

Authentication

@ Pre-Shared Key 12345678
[ unmasked
D Certificate My Certificates
-[+] Advance
Local ID Type: P4 b
Content: 0.0.0.0
Peer ID Type: Any ¥

Phaze 1 Settings
54 Life Time: 86400 (180 - 3000000 Seconds)

-[4] Advance
Proposal Add

AES256

Key Group:

3atem oTkpomnTe meHto Configuration — VPN — IPSec VPN — VPN Connection u gobasbTe 2 ¢asy
IPSec VPN:




# Edit VPN Connection Ubuntu
E Hide Advanced Setfings i8] Create New Object¥

Genergl Settings
Enable

Connection Nome: Ubuntu

— Advance
[ Nailed-Up

[[] Encble Replay Detection
[[] Enable NetBIOS broadcast aver IPSec
MSS Adjustment
@ Custom Size
@ Auto
Narrowed

VPN Gateway

Application Scenario

@ Site-to-site

(0 Site-to-site with Dynamic Peer
D) Remote Access (Server Role)

D) Remote Access (Client Role]

© VPN Tunnel Interface 1 $aza IPSec
VPN Gateway: Ubuntu > wanl 138, . .149,0.00.0
Policy NokaneHas nonutuka (B gaHHoM caydae LAN IP waroza)
Local Policy: LANIT_IP 7 INTERFACE IP, 192.168.11.1
Remote Policy: P_1_1_1_1 ¥ |  HOST, 1.1.1.1
Advance YaaneHHaA TIONMTHKS

[[] Enable GRE over IPSec (1)

[ Policy Enforcement

Phasze 2 Setting

54 Life Time: 28800 (180 - 3000000 Seconds)
[+ Advance
Active Protocal: ESP i
Encapsulation: Tunnel bt
Proposal O Add & i
AESZ256 SHAID
Perfect Forward Secrecy (PFS): ®

Ecnu BCE HAacTpOeHO BEPHO, TO B TEYEHME MUHYTbI TYHHENb NOAHUMETCA U MOXKHO NepenTn K
OanbHeNLWeN HACTPoOMKe.



NMpoBepuTb YCTAaHOBKY TYHHENA MOXHO B pasgene Monitor — VPN Monitor — IPSec:

@ MONITOR
. - Current IPSec Security Associations
b~ Traiffic Stafistics

KL‘ + Network Status Name:

“\ - '
+ Wirel Policy:
ireless olicy m
— VPN Moniter
S5L
B 1 N/A N/A @ 192168.11.1<>... 109. . 6 P158. . 4. 2035
19TP aver IPSan

Nnn npu nomowm komaHAapl sudo systemctl status ipsec 8 Ubuntu.

HacTpoWka mapLipytm3aumnm

Tenepb Hy*KHO f06aBUTbL NpaBKIa MapLlpyTusaunm un ¢ampsona Ha Ubuntu (Mbl He Byaem
noapobHO paccmaTpmBaTb UX HACTPOMKY, YKAXKEM TO/IbKO MUHMMaNbHO HeobxoanMble Npasmaa
Ansa obpasa Ubuntu B VPS ot Oracle).

MapuwpyT B NO0KanbHyto cetb ZyWALL:

sudo ip route add 192.168.11.1/32 dev vtiO1

MackapaguvHr ans TpadukKa:

sudo iptables -t nat -A POSTROUTING -o ens3 -j MASQUERADE
Yaanenue gedonTHOro 3anpeujatoulero npasmna B uenoyke FORWARD:
sudo iptables -D FORWARD 1

Cnucok Bcex npasun danpsoana MOXKHO NOCMOTPETb KOMAHAOMN:

sudo iptables -L

[nsa npoBepKM NPoxoxKaeHns TpadmKa MOXKHO 3anyCTUTb 3aXBaT NAKeTOB Ha TYHHE/IbHOM
nHTtepdence:

sudo tcpdump -i vtiO1 -n

Ha ctopoHe ZyWALL Tak»Ke HeobxoamMmo A06aBUTb NpaBuia MapLLpyTU3aumm (MOANTUKK
6e30nacHOCTU Mbl MeHATb He byaem, Tak KaK no ymondaHuto Tpadpuk ans IPSec VPN paspelleH B
obe CTopOHbI).

[OnAa Hawero cnyyas, ytobbl cam w3 oTnpasnan Tpadumk K agpecy 1.1.1.1 B TYHHE b, HYXKHO
A06aBUTb CTaTUYecKnit mapipyT B meHto Configuration — Network — Routing — Static Route:



Z IPv4 Static Route Sefting

Destination IF: 1.1.1.1
Subnet Mask: 255.255.255.255

© Gateway IP
@ Interface lan] v

Metric: 0

MHTepdeiic c agpecom 192.168.11.1

[ns NoKanbHbIX XOCTOB TPebyeTcs co3AaBaTb NOAUTUKY MapLIPYTM3aLUUM B pasaene
Configuration — Network — Routing — Policy Route:

& Add Policy Route
show Advanced settings 1f Creafe New Object¥

Configuration
Encble
Description: (Optional)
Criteria
User: any bt
Incoming: any (Excluding ZyV | >
Source Address: LANT_SUBMNET ~ | MopgceTe ¢ NOKaABHBIMMH XOCTaMM
Destination Address: IP_1_1_1_1 v 1.1.1.1
DSCF Code: any hd
Schedule: none hd
service: any hd
Next-Hop
Type: VPN Tunnel hd
VPN Tunnel: Ubuntu v | IPSec VPN TyHHENBE

DSCP Marking

D3CP Marking: pressrve hd

[*] Advance



[MpoBepKa paboToCNOCOOHOCTH
MpoBepuTb NpoxoXKaeHne TpadnKa Yepes TYHHENb MOXHO B MeHto Monitor — VPN Monitor —
IPSec:

Connectivity Check

Connectivity Check

P Address: 1.1.1.1

Ecnn BCE HAacTpoeHO KOPPEKTHO, TO ByAeT NONOKUTENbHbIN pe3ynbTaT:

Result [%]

® ICMP Connectivity Check PASS on Ubuntu

Mpu aTom Ha ctopoHe Ubuntu, echm BKAOUNTb 3axBaT Tpadmka, byayT sugHbl ICMP nakeTbl:







